Oinac 3a cuupyyHy Gapakcy — UIH3erbep 3a Mpexcy U MpexcHy sawwuwy

AKo Xenuw ga golipuHecew pa3eojy U 3aWWiUtiu gpXasHe MpexcHe UH@paclupyKuwiype u Halipegyjew y Kapujepu,
tipujasu ce u liocwiaHu geo Hawer wuma!

Kao vHxerep 3a Mpexy U mpexxHy 3awTuTy y KaHuenapuju 3a UT n eYnpasy, duhew oaroBopaH 3a NpojeKToBakbe,
MMNAEMEHTAUN]Y U OAp)KaBatbe MperKHe WHPPACTPYKType M CUIYPHOCHUX pellerba Koja MogpKasajy ApiKaBHe
nHdopmaumoHe cucteme. Paguhew Ha yHanpeherby MperkHe CTadUAHOCTM WM CUTYpPHOCTW, ocurypaBajyhu BUcoKe
CTaHZapAe 3awTuTe 1 nephoOpPMaHCHK 3a K/byYHe CEPBUCE APMKABHE agMUMHUCTpauMje. Mmahew npuanky ga paguu ca
HanpegHUM MPEXHUM TEXHONOTUjaMa U CUTYPHOCHUM anaTMma, ocurypasajyhu SecnpekopHy U CUrypHy KOMyHUKaLujy
n3mehy pasnMuUTUX MPEXKHMX CermeHara.

LWra hew pagutn?

e Paguvhew Ha agAMMHUCTPAUMjK, KOHPUIypauMju M oppiKaBakby MpexHux ypehaja (pytepw, csuueswu, firewalls)
kKopuctehu texHonoruje nonyt Cisco, Fortinet, Palo Alto, CheckPoint, Huawei

e YnpaB/bahell cMrypHOCHUM pellerbuma Kao wro cy firewalls, VPN, IPS/IDS cuctemu n web annmkatmusHu firewall
(WAF).

e Paguhew Ha MMNAEMEHTAUMM M aAMUHUCTPALMja MPEXKHUX NMPOTOKOAA M cepBuca, yKbydyjyhn BGP, OSPF, VLAN,
VPN, QoS, uta.

e Paauhell Ha MpPEXXHMM CUTYPHOCHUM TEXHO/I0TMjaMa M anaTMma 3a 3aliTuTy og Hanaaa (DDoS 3awTwuTa, IPS/IDS, uta,.).
e Pagnhew ca DWDM cuctemmma ONTUYKOF NpeHoca.

e Ode3behunBahew KOHTUHYMpPAHY CUIYPHOCT W CTAaOMAHOCT MpEXHEe WHPPACTPYKType Kpo3 WMMMNEMEHTaumjy
CUTYPHOCHUX NOAUTUKA U Npoueaypa.

* Capahusahew ca SOC TMMOM u pearoBatbe Ha 6e3deHOCHE NHUMAEHTE Y MPEXHOM OKPYIKEHY.

e Paguhew Ha npojekTMma ontTumu3aumje nepPpopmaHCcU MpPEXHUX pecypca U HUXOBO npuaarohasarbe pactyhum
notpedama AprKaBHUX MHCTUTYUM]a.

e Bpwumhew moHUTOPUHT Mpexke y3 Kopuwhere HanpegHWx anata 3a npahere nepdopMaHCKU U CUTYPHOCHUX NPETHMN.
e Paguhew Ha MmnnemeHTauMja CUTYPHOCHUX pellerba 3a 3alWTUTY mpexkHor caodpahaja u yHanpehere 3awTute
NPUCTYNHUX TavakKa.

ePelaBahell KomnaekcHe mpexkHe npodneme (troubleshooting).

LLita ouekyjemo op Tede?

e Mpodnemun? LLTa je To? Tpeda Ham HEKO KO BO/IM A3 UX PeLLaBa.
e OyeKyjeMo TMMCKOT Urpaya ca CjajHUM KOMYHUKALMOHUM BeLUTUHaMa.
e [ocneatbe anun HajBaxkHUWje, Kesba A4a yYuLl, HanpeayjelLu.

3alWTo Aa ce NPUAPYKULL Hallem TUmy?

e mahew cepTnudmkosaHe TpeHunHre sogehunx seHgopa (Cisco, Fortinet, Palo Alto, Huawei, VMware, uta.).

Pagyjemo ce pasiosopy ca maagum seyguma Koju xcesne ga yHalpege ceoje 3Hab€e U seWliUHe y HaweM
wumy!



